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1. CLEARANGE AND SAFEGUARDING
DEPARTMENT OF DEFENSE e e FEGURED
CONTRACT SECURITY CLASSIFICATICN SPECIFICATION SECRET
. . b, LEVEL OF SAFEGUARDING RELUIRED
{The requiraments of the DoD Industrial Security Manual apply
fo all security aspects of this effort.) NONE
2. THIS SPECIFICATION IS FOR: (x and compleie as appéicabis) 3. THIS SPECIFICATION I5: (x an compisie o5 appticabie}
. PRIME CONTRAGT NUMBER GATE (YYMMDD)
D D 4. ORIGINAL {Corrpiets date Ir; ol cases)
b, SUBCONTRALT NUMBER b, REVISED {Supersedes | Revision No. DATE (Y YMMDD)
D E] @it previous speca}
& BOLIGHTATION R GTHER NOMBER BE BATE FrrmmDD; DATE (¥ YMMDD)
E NNG11204404R D . FINAL {Comrpieie It 5 in ol cases)

4. THIS IS A FOLLOW.ON CONTRACTY

Clussified matoriat rocaived or gonerated under —

YES D NO. Hf Yes, compiete the following:
NAS5.01081

{Preceding Cantract Nurnber) is transterred to this follow-on contract.

5. 1S THIS A FINAL DD FORM 2347

DYES E NO. If Yos, complete the following:

In responsa to the cantractor's request dated.... retention of the Identified classified material is authorzad for the period of
6. CONTRAGTOR finciude ¢ vl s G Ermity (CAGE} Cocte)
& RAME, ADDRESS, AND 2P LODE b GAGE CODE & COGNZANT BECURITY OFFICE (Nowma, AGross, B £ip (ods)
TBD TBD T8D

7. SUBCONTRACTOR

a. NAME, ADDHESS, AND ZiF CODE b. CAGE GODE T. COGNIZANT SECURITY OFFILE (Mo, Atdress, et 2ip code)
8. ACTUAL PERFORMANCE

a. LOCATION b, CAGE GOOE c. COGNIZANT SECURITY OFFICE(Name, Addrass, and Zip Cods}
Geddard Space Flight Center

Greenbelt, MD 20771

NASA Headquarters

Washington, DC 20548

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Goddard Logistics and Technical Information Contract

10. THIS CONTRACT WILL REQUIREACCESS TO: | YES | NO | 11 IN PERFORMING TS CONTRACT, THE CONTRACTOR WILL: YES | NO
TR KRS T5 CLAEAIEIED N ORWATION GNLY AT ARGTHER CONTRACTOR'S
&, COMMUMCATIONS SECURITY (COMBEC] INFORMATION G X FACILITY OF A GOVERMMENT ACTIVITY X B
b. RESTRICTED DATA ] X | b REGEVE CLASSIFIED DOGUMENTS ONLY | X
¢. CRITICAL MUCLEAR WEAPON DESIGN INFORMATION M % | & RECEVE AND GENERATE GLASSIFIED MATERIAL il X
4. FORMERLY RESTRICTED DATA A X | o FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE I
& INTELLIGENGE INFORMATION: bl « rerrorM sERvIGES oMLY X L]
- T VIAVE ADCEGS T0 U5, CLASSTFIED INFORWATION GUTSIDE THE UL,
{1} Seraitvs Compartmentad informeNion (SC1) X PUERTO RICO, U.S, POSSESSIONS AND TRUST TERRITORES L] X
- M x| 5% AUTHORLZED T USE THz SERVICES OF DEFENSE TECHNIGAL WFORMATION | ] ”
@ GENTER {DTIC) OR GTHER SECONDARY DISTRIBUSTION CENTER
1 SPECIAL ACCESS INFORMATION E} X h. REQRHRE A COMSEG ACCDUNT I::] X
9. NATO INFORMATION [J | x| waveremweest recumements L] X
1. FOREIGN GOVERNMENT INFORMATION D X . HAVE OPERATIONS SECURITY {DPBEC) REQUIREMENTS D X
i LIMITED DISSEMNATION INFORMATION B X k, BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE D X
. FOR OFFICIAL USE DNLY INFORMATION | x | -OTHER (Spacty) L X
T HTHER (reoh) T X
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12. PUBLIC RELEASE. Anyinietration (clesalfed or unciassified) pestalni ta this L shall ot e relsased for publi; diaseni etept a6 provided by the iINISPOM
of uniess i has besnt uptvoved for public Telaase by appropriate U.S, G f authorty, Proposed public rek shak be submitied Sor approvat prio to ralsase

Dirsct X Theough (Specily):
NASA Goddard Space Flight Center, Public Affairs Office, Code 130

Yo the Office of Public Affairs, Natioaa! Aaronsutics and Space Administration, Washingion, DC 20548, for Teview,

13. SECURITY GUIDANCE. Tho sscurity ctassifiertion gukiance neaded for this dassifiod effort is ideribied below, |f any diffoutty Is o i1 wppiyinng tis g or if any other
contibuling facior dicales 2 nsad for dned In this guidence, The contmcter s aulhonzed and et o purcrvichy dexd changes, to chidlengs the guidance or the dessification
assignad io any ink of matedal furnlsh or janerated under this conitract and to submit any quesions for inlepretation of this guidance to the oficial ideniifed balow. Pending Snal
decision, the informalion iewolvad shall be handied wnd protected at the highest level of classification assigned o retorwmended. (P4 in as apgropriste for the ciassiiad offorf, ANach, or
Forward wndar sep LEELL sy & RNt refranced ieroly, Add addiionsl pages #3 needsd fo provide complsts guidencs.)

In performance of this contract, some personnel may require access to classified information up to the SECRET level.
The contractor must have a sufficient number of cleared employees assigned duties under this contract to be able
ta complete aif classified work assignments up to and including SECRET.

DoD 5220.22-M National Industrial Security Program Operating Manual (NISPOM) dated 2/28/06
NASA Space Network Security Classification Guide 01/01/2010

GPR 1600.1, Goddard Security Requirements, 4/3/08

NPR 1600.1, NASA Security Program Procedural Requirements wiChange 2, 4/01/09

NPD 1600.2E, NASA Security Policy, April 28, 2004, Revalidated 4/1/09

NPD 1660.1B, NASA Counterintelligence {Ci) Pollcy 11/18/08

NPR 1660.1, NASA Counterintelligence (Cly/Counterterrorism {CT) Procedural Requirements 12/21/04
NPR 2810.1A, NASA Security of information Technology 5/16/06

NPD 2810.1D, NASA Information Security Policy 5/9/08

OMB Circular A.130 Appendix [li, Security of Federal Automated information Resources

Federal Information Security Management Act 2002

SRR NSO R LN

- i

Any employee who observes or becomes aware of the deliberate or suspected compromise of Classified National

Security Information (CNSt} shall promptly report such information personally to the GSFC Counter intelligence (Cl) Offica.
¥ Sensitive but Unclassified (SBU) appears compromised by or on behalf of foreign or domestic powers, organizations or
persons, employees shall report such information to the GSFC C! Office. If an employee becomes aware of information
pertaining to international or domestic terrorist activities, employees shall also report to the GSFC Cl Office. If the
information indicates a computer compromise or other cyber intrusion, the Office of Inspector General shall be promptly
notified.

14. ADDITIONAL SECURITY REQUIREMENTS. sequiamenis, {r additon s NISPOM requi ts, ave establishad for s contract. (¥ Yes, kientily the D Yas X No
perthent tontractual clauses in the condract do i Laak, or providy eny sppropriatn stalomert which ideniifies the additionsl requirerents. Provide
# ooy of the requiremants 1o the copnizent sacunly office. Use ftem 13 ¥ sdritional apace is readed )

15, IKSPECTIONS, Eiwmenty of this cievirset sv0 cutside the irspection beponsibilty of the-sogiizan sactifty office. (If Yes, axplsin and Hentily specifc ﬁ Yes K No
arebe or dfuments cerved ouf et the actiily mespunsibl for nspections. Use Hom 13 ¥ stdiionst spece s needed)

| 16. CERTIFICATION AND SIGNATURE. Security requirsments stated hereln are complate and adequate for safaguarding the classified
information to be released or generated under this classified effort. All quastions shall be reforred to the official named below.

& TYPED NAME OF CERTIFYING OFFICIAL b TTLE ¢. TELEPHONE (Inciuds Area Cooe)
Pamala A. Starling information/Industrial Security Speciatist 301-286-68465

4. ADDRESS (lnclude Zip Coda) 17. REQUIRED DISTRIBUTION

NASNGeddard Space ngght Cen!er X 5. CONTRACTOR

Cude 240

b. SUBCONTRACTOR
X ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUSCONTRACTOR
4. U5 ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

e, GIGNATURE
/ 4 X &. ADMINSTRATIVE CONTRACTING OEFICER
m : X 1. OTHERS A5 NECESSARY NASA HQ and GSFC PAD, Code 130

Greenbelt, MD 20771

DO FORM 254 Raverse




{The requirements of the DoD Industriaf Security Manual apply
to alf security aspects of this effort) NONE

DEP ARYM&N%F DEFENSE %‘EARANCE AND SAFEGUARDING

LITY CLEARANCE REQUIRED

CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET

b. LEVEL OF SAFEGUARDING REQUIRED

Z. THIS SPECIFICATION IS FOR: (x and complate as appiicable)

3. THIS SPECIFICATION IS: (x and complete as applicable}

a. PRIME CONTRACT NUMBER

D a. ORIGINAL (Compiete date in all cases)

DATE (YVAMMOD]

b SUBCONTRACT NUMBER

b. REVISED {8upersedes Revision No.
D all previous specs}

DATE {YYMMDD]

L]
L]
X

In response (o the contractor's request dated__

c. SOLICITATION OR OTHER NUMBER DUE DATE {YYMMDOD} DATE (YYMMDD)
NNG11294404R [:] c. FINAL {Complete tem 5 in all cases)
4. THIS IS A FOLLOW-ON CONTRACT? @ YES NO. H Yes, complete the following:
Classified material received or generated under NAS5-01091 —  {Preceding Confract Number} is transferred to this follow-on contract.
5. 1S THIS A FINAL DD FORM 2547 E YES NQ. if Yes, complete the following:

retention of the identified classified material is authorized for the period of

6. CONTRACTOR ginclude Commercial and Governmant Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE

TBD

+3 CAGE CODE c. LCOGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

TBD TBD

7. SUBCONTRACTOR

&, NAME, ADDRESS, AND ZiP CODE

b. CAGE CODE <. COGNIZANT SECURITY OFFICE {Name, Address, and Zip code)

8. ACTUAL PERFORMANCE

a. LOCATION

Goddard Space Flight Center
Greenbelt, MD 20771

NASA Headquarters
Washington, DC 20546

b. CAGE CODE c. COGNIZANT SECURITY OFFICE{Name, Address, and Zip Cods;j

9. GENERAL IDENTIFICATION GF THIS PROCUREMENT

Goddard Logistics and Technical Information Contract

e. INTELLIGENCE INFORMATION:

{1) Sensilive Compartmented information (SC1)

18, THIS CONTRACT WiLL REQUIRE ACCESS TO: NG 11. I PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X FACILITY OR A GOVERNMENT AGTIVITY
b. RESTRICTED DATA X b. RECEWE CLASSIFIED DOCUMENTS ONLY
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X c. REGEIVE AND GENERATE CLASSIFIED MATERIAL
¢. FORMERLY RESTRICTED DATA X d. FABRIGATE, MODIFY, OR STORE CLASSIFIED HARDWARE

e. PERFORM SERVICES ONLY

. HAVE ACCESS TO U.8, CLASSIFIED INFORMATION QUTSIDE THE UG,
PUERTO RICO, U.B. POSSESSIONS AND TRUST TERRITORIES

{2} Non-8CI

g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION
CENTER {DTIC} OR OTHER SECONDARY DISTRIBUTION CENTER

f. SPECIAL AGCESS INFORMATION

h. REQUIRE A COMSEG ACCCOUNT

g. NATO INFORMATION

i. HAVE TEMPEST REQUIREMENTS

h. FOREIGN GOVERNMENT INFORMATION

Jj. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

i. LIMITED DISSEMiINATION INFORMATICN

k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE

. FOR OFFICIAL USE ONLY INFORMATICN

|. OTHER {Specify)

k. OTHEN {Speciy)

OOOO00ocoinooo s
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12. PUBLIC RELEASE. Any information (classified or ync!@g ) peraining to this contract shall not be refeased for public dissems
of unless it has been appraved for public release by anpropri 555, Govemment authority. Proposed public releases shall ba submitt
Direct X Yhrough (Specify):

Saxcept as provided by the INISPOM
“approval prior lo release

NASA Goddard Space Flight Center, Public Affairs Office, Code 130

To the Office of Public Affairs, National Aeronautics and Space Administration, Washington, DG 26546, for raview,

13. SECURITY GUIDANCE. The security classification guidance naeded for this dlassified effort is identified below. 1f any difficulty is encountered in applying this guidance of if any other
eontributing factor ndicates a need for changes in this guidance, the condractor is awthorized and encouraged lo provide recommended changes; to challenge the guidance or the classification
assigned lo any information or material fumished or generated under this coniract; and fo submit any guestions for interpratation of this quidance to the official identified befow. Pending final
dacision, the information involved shall be handled and prolected at the highest level of classification assigned or recommended. (Rl in as eppropriate for the classified effant, Atach, or
forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

In performance of this contract, some personnel may require access to classified information up to the SECRET level.
The contractor must have a sufficient number of cleared employees assigned duties under this contract fo be able
to complete all classified work assignments up to and including SECRET.

Bob 5220.22-M National Industrial Security Program Operating Manual (NISPOM) dated 2/28/06
NASA Space Network Security Classification Guide 01/01/2010

GPR 1600.1, Goddard Security Requirements, 4/3/08

NPR 18600.1, NASA Security Program Procedural Requirements w/Change 2, 4/01/09

NPD 1600.2E, NASA Security Policy, April 28, 2004, Revalidated 4/1/09

NPD 1660.18, NASA Counterintelligence (Cl} Policy 11/18/08

NPR 1660.1, NASA Counterintelligence (Cl)/Counterierrorism (CT) Procedural Requirements 12/21/04
NPR 2810.1A, NASA Security of Information Technology 5/16/06

NPD 2810.1D, NASA Information Security Policy 5/9/09

OMB Circular A.130 Appendix i, Security of Federal Automated Information Resources

Federal Information Security Management Act 2002

SO ND AR LN

—

Any employee who observes or becomes aware of the deliberate or suspected compromise of Classified National
Security Information (CNSI) shall promptly report such information personally to the GSFC Counter Intelligence (Cl) Office.
If Sensitive but Unclassified (SBU} appears compromised by or on behalf of foreign or domestic powers, organizations or
persons, employees shall report such information to the GSFC Cl Office. If an employee becomes aware of information
pertaining to international or domestic terrorist activities, employees shall also report to the GSFC Cl Office. If the

information indicates a computer compromise or other cyber intrusion, the Office of Inspector General shall be promptly
notified.

——
14, ARDHTIONAL SECURITY REQUIREMENTS. Requirements, in addition to NISPOM requirements, are established for this contract. (i Yes, identify the [:] Yes X No
pertinend contractual clauses in the contract document Eself, or provide any approprigie sfatemant which identifies the additional requirements. Provide
& copy of the requirements fo the cognizan! security office. Use ltem 13 if additional space is needed.)
15. INSPECTIONS. slemends of this contract are autside fie inspection responsibility of the cognizant secunity office. (i Yes, explain and identify specific D Yes X Mo

areas or elements carved oul and the activity responsible for inspections. Use ftem 13 i additional space is negded.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME GF CERTIFYING OFFICIAL b, TITLE ¢. TRLEPHONE (include Area Code)
Pamela A. Starling Information/Industrial Security Specialist 301-286-6865

d. ADDRESS (include Zip Code) 17, REQUIRED DISTRIBUTION

NASA/Goddard Space Flight Center X 5. CONTRACTOR

Code 240

D 5. SUBCONTRACTOR
Greenbelt, MD 20771

X o. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
d. U.S, ACTIVITY RESPONSIBLE FOR GVERSEAS SECURITY ADMINISTRATION

€. SIGNATURE
/ * X e, ADMINSTRATIVE CONTRAGTING QFFICER
m * X . OTHERS AS NECESSARY NASA HQ and GSEC PAO, Code 130

DD FORM 254 Reverse




